Should Your Company Utilize a
Source Code Escrow Agreement
in your next SaaS Customer
Contract?

If your company is a SaaS company, you may come across a
customer or prospective business partner who insists on the
inclusion of a source code escrow agreement as part of the
deal terms. If this scenario arises, you may be inclined to
immediately agree to the prospective customer or business
partner’s terms in order to close the deal you are
negotiating. However, what are the five things your SaaS
company needs to know about source code escrow before you
agree to include source code escrow in the terms of a
transaction?

Choose a Source Code Escrow Product Intended for
SaaS Companies

First of all, you should know that the standard source code
escrow product was not designed for SaaS and is probably not
going to be very effective for a customer or business partner
if they ever need to rely on it. The traditional source code
escrow offering was intended for a traditional software
product, which is downloaded to hardware and is updated or
upgraded on a periodic basis. In the traditional source code
escrow agreement, the deposit materials are generally only
updated a few times a year. However, in the SaaS product
scenario, the product is often updated on a continuous basis,
so updating the deposit materials only a few times a year 1is
unlikely to be sufficient. Similarly, in a traditional source
code escrow agreement, the backup and storage of the data is
unlikely to be addressed. However, 1in the SaaS agreement
scenario, the customer or business partner is unlikely to have
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access to the data in the cloud, so the party receiving access
to the deposit materials is more likely to expect the backup
and storage of SaaS data to be a key component of the escrow
relationship.

For this reason, many technology escrow companies are offering
a special escrow products intended for SaaS only, which
provide for the continuous update of deposit materials and
include data as part of the deposit materials. The SaaS
version of the escrow product is more likely to provide
uninterrupted access to the full set of materials that the
customer or business partner previously had access to in the
cloud, so it is likely to be the better fit for the customer
or partner seeking source code escrow as part of the deal
terms.

Anticipate that SaaS Source Code Escrow Products
Will be More Expensive

Secondly, you should know that the SaaS version of the source
code escrow product will likely be more expensive than the
traditional product since it 1is going to be a more labor-
intensive solution. A source code escrow company can expect
in a SaaS product scenario to perform significantly more
services to ensure that the escrow works if needed than it
would have had to perform in a traditional software scenario,
given the ongoing nature of the updates and upgrades. As a
result, the costs of SaaS escrow are likely to be
significantly higher than traditional software escrow, which
should certainly be contemplated in the allocation of escrow
costs between the parties.

Obtain License Rights to Use the Escrowed Source Code in a
Release Scenario

Third, you should know that you may not be able to obtain the
rights you are seeking to use the escrowed code in a release
scenario. In SaaS, users typically receive access rights



rather than license rights to the use of the intellectual
property. As a result, a SaaS provider can build products
that incorporate open source code and offer access rights to
the end product, even though the provider is prohibited from
distributing the software otherwise. The SaaS provider can
also incorporate third party code into the product that cannot
be sublicensed to third parties, even in an escrow scenario.
So, it is certainly possible that the SaaS provider will not
have the necessary rights in the SaaS product to be able to
authorize the license grant to the escrowed materials, which
could potentially result in the customer or business partner
receiving physical copies of the source code and data but not
having the rights necessary to use the copies procured.

Address Transitioning Services and Know-How
Transfer in Source Code Escrow Agreement

Fourth, you should consider that mere possession of a
functional copy of the source code and data may not be
sufficient for a customer or business partner to continue
using the software and applicable data in the event of a
release condition. In fact, the customer or business partner
may require transitioning services or access to the Saa$sS
provider’s know-how before it is able to resume use of the
software. Consequently, transitioning services and know-how
transfer may be important considerations that need to be
addressed in any escrow terms.

Contemplate the Responsibilities and Liabilities
of the Respective Parties Regarding Data and
Potential for Data Breach as Well as the
Availability of Cybersecurity Insurance

Fifth, you should consider that the very nature of SaaS escrow
may result in the escrow provider having control over any
collected data uploaded to the SaaS product and that the
escrow provider could be vulnerable to a data breach arising
from the acts or omissions of an employee or third party.



Thus, the deal terms should contemplate the responsibilities
and liabilities of the respective parties regarding the data
and the potential for a data breach, as well as any available
insurance coverage to protect against this risk.

Will SaaS Source Code Escrow Will Meet Your Needs?

All in all, while escrow products are now available and on the
market, which may meet the needs of a prospective customer or
business partner seeking source code escrow to a SaaS product,
a SaaS provider will have a variety of considerations to
contemplate before acquiescing to such demands 1in a
negotiation. In the end, the decision of whether or not to
agree to escrow terms should be based on a careful evaluation
of all of the above considerations.

If your SaaS customer is asking to include source code escrow
in a transaction, or you are contemplating the pros and cons
of proposing it to close a customer deal, schedule a
consultation today to discuss how source code escrow
agreements might work in your transaction at this link.

What SaaS Companies Need to
Know about Source Code Escrow
Agreements

If you run a SaaS company, you may come across a negotiation
where a prospective customer or business partner insists on
the inclusion of source code escrow in the deal terms.

However, the traditional source code escrow product 1is
unlikely to provide the protections that your prospective
customer or business partner is seeking. The Silicon Valley
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Software Law Blog addresses the issue of source code escrow
products designed for SaaS products and what SaaS companies
need to know about them in the following blogpost:

http://www.siliconvalleysoftwarelaw.com/what-saas-companies-ne
ed-to-know-about-source-code-escrow-agreements/


http://www.siliconvalleysoftwarelaw.com/what-saas-companies-need-to-know-about-source-code-escrow-agreements/
http://www.siliconvalleysoftwarelaw.com/what-saas-companies-need-to-know-about-source-code-escrow-agreements/

